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- CYBER in Developmental

Test and Evaluation

« DoD has taken a more proactive role in determining
the evolving CYBER threat to systems.

 Systems throughout DoD comply with 1A
requirements, however, these fall short of more
rigorous penetration testing.

« The cadre of DoD certified ethical hackers and In-
house penetration testers is growing

* Our latest CYBER test shows that DoD Contractors
appear to be releasing hardened systems as they
are more sensitive to the cyber threat

As The Threat Evolves, It Will Require More Innovation
And Extensive Testing To Identify System Vulnerabilities



—

DWWDLT

« Traditional methods of penetration testing involve scanning
systems in a unidimensional labor intensive process.... Doing
What We Did Last Time (DWWDLT)

« Traditional CYBER testing results in a number of identified
vulnerabilities, yet it's hard to determine the amount of
CYBER coverage, which may exclude other critical hidden
vulnerabilities.

 Nmap is an example of a well known tool that hackers use
with the same settings

— The results are not stale, but they are becoming more so
as the DoD gets smarter at hardening tactical systems.

Hackers and Defenders are going to have to start
Innovating to find new vulnerabilities



—

CYBERSTAT

« CYBERSTAT is applying Scientific Test and Analysis
Techniques (STAT) to offensive cyber penetration testing
tools

« By applying STAT to the tool, the tool's scope is
expanded beyond “one at a time” uses as combinations
of options are explored with a Combinatorial Test

« The penetration test tool is the system under test
— A test case passes If the tool finds a unique vulnerability
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The Studies Show...

Empirical studies have shown that
three-way interactions, or
combinations, can effectively find an
average of 90 percent of the software
faults and with fewer test cases than
exhaustive manual testing.

“Interaction Rule: Most failures are
induced by single factor faults or by
the joint combinatorial effect
(interaction) of two factors, with

2 3 )

Medical device s Browser Server

progressively fewer failures induced DMS e TCP/IP ————
by interactions between three or em=MySQL ~ emmmApache ~ emmeDSCS
more factors.” em=Linux

Now Penetration Testers Can Quantify The Tool’s Coverage
And Justify The Number of Test Cases Required



. Usage: Nmap [Scan Type(s)] .
[Options] {target specification} .

. TARGET SPECIFICATION:

. Can pass hostnames, IP .
addresses, networks, etc.

. Ex: scanme.Nmap.org, .
microsoft.com/24, 192.168.0.1;
10.0.0-255.1-254 .

. -iL <inputfilename>: Input from
list of hosts/networks

. -iR <num hosts>: Choose .
random targets

. --exclude
<host1[,host2][,host3],...>: .
Exclude hosts/networks

. --excludefile <exclude_file>: .
Exclude list from file

. HOST DISCOVERY: .

. -sL: List Scan - simply list
targets to scan .

. -sn: Ping Scan - disable port
scan .

. -Pn: Treat all hosts as online --
skip host discovery .

. -PS/PA/PU/PY[portlist]: TCP
SYN/ACK, UDP or SCTP .
discovery to given ports

. -PE/PP/PM: ICMP echo, .
timestamp, and netmask request
discovery probes .

. -PO[protocol list]: IP Protocol
Ping .

. -n/-R: Never do DNS
resolution/Always resolve [default:
sometimes] .

. --dns-servers <servl[,serv2],...>:.
Specify custom DNS servers

. --system-dns: Use OS's DNS .
resolver

. --traceroute: Trace hop path to
each host .

. SCAN TECHNIQUES:

. -sS/sT/sAIsW/sM: TCP .
SYN/Connect()/ACK/Window/Mai
mon scans

. -sU: UDP Scan .

. -sN/sF/sX: TCP Null, FIN, and
Xmas scans .

. --scanflags <flags>: Customize
TCP scan flags .

. -s| <zombie host[:probeport]>:

-sO: IP protocol scan

-b <FTP relay host>: FTP .
bounce scan .
PORT SPECIFICATION AND .
SCAN ORDER:

-p <port ranges>: Only scan
specified ports

Ex: -p22; -p1-65535; -p
U:53,111,137,T:21-
25,80,139,8080,S:9

--exclude-ports <port ranges>:
Exclude the specified ports from
scanning

-F: Fast mode - Scan fewer
ports than the default scan

-r: Scan ports consecutively -
don't randomize

--top-ports <number>: Scan
<number> most common ports

--port-ratio <ratio>: Scan ports
more common than <ratio>
SERVICE/VERSION
DETECTION:

-sV: Probe open ports to
determine service/version info

--version-intensity <level>: Set .
from 0 (light) to 9 (try all probes)

--version-light: Limit to most
likely probes (intensity 2)

--version-all: Try every single .
probe (intensity 9)

--version-trace: Show detailed .
version scan activity (for
debugging)

SCRIPT SCAN: .

-sC: equivalent to --
script=default

--script=<Lua scripts>: <Lua .
scf:ripts> is a comma separated list
o

 directories, script-files or +
script-categories

--script- .
args=<nl=v1,[n2=v2,...]>: provide
arguments to scripts .

--script-args-file=filename:
provide NSE script args in a file .
--script-trace: Show all data sent

and received .
--script-updatedb: Update the
script database. .

Nmap Tool Opt

Only a few options (out of a large set) are being

separated list of script-files or

script-categories. .
OS DETECTION:
-O: Enable OS detection ¢

--osscan-limit: Limit OS
detection to promising targets

--osscan-guess: Guess OS
more aggressively
TIMING AND PERFORMANCE:

Options which take <time> are
in seconds, or append ‘ms’
(milliseconds),

's' (seconds), 'm' (minutes), or 'h'
(hours) to the value (e.g. 30m).

-T<0-5>: Set timing template
(higher is faster)

--min-hostgroup/max-hostgroup ,
<size>: Parallel host scan group
sizes

--min-parallelism/max-
parallelism <numprobes>: Probe
parallelization *

--min-rtt-timeout/max-rtt-
timeout/initial-rtt-timeout <time>:
Specifies

probe round trip time.

--max-retries <tries>: Caps
number of port scan probe
retransmissions.

--host-timeout <time>: Give up
on target after this long

--scan-delay/--max-scan-delay
<time>: Adjust delay between
probes

--min-rate <number>: Send
packets no slower than <number>*®
per second

--max-rate <number>: Send
packets no faster than <number>
per second .
FIREWALL/IDS EVASION AND
SPOOFING:

-f; --mtu <val>: fragment packets*
(optionally w/given MTU)

-D <decoyl,decoy2[,ME],...>: *
Cloak a scan with decoys

-S <IP_Address>: Spoof source
address *
_-e <iface>: Use specified
interface

-g/--source-port <portnum>: Use

ions

used on a regular basis

HTTP/SOCKSA4 proxies .

--data <hex string>: Append a  *
custom payload to sent packets

--data-string <string>: Append a
custom ASCII string to sent .
packets

--data-length <num>: Append -«
random data to sent packets

--ip-options <options>: Send .
packets with specified ip options

--ttl <val>: Set IP time-to-live .
field

--spoof-mac <mac .
address/prefix/vendor name>: .
Spoof your MAC address

--badsum: Send packets with a .
bogus TCP/UDP/SCTP checksum,
OUTPUT:

-0N/-0X/-0S/-0G <file>: Output
scan in normal, XML, s|<rlpt
kiddi3,

and Grepable format,
respectively, to the given
filename.

-0A <basename>: Output in the
three major formats at once

-v: Increase verbosity level (use
-vv or more for greater effect)

-d: Increase debugging level
(use -dd or more for greater
effect)

--reason: Display the reason a
port is in a particular state

--open: Only show open (or
possibly open) ports

--packet-trace: Show all packets
sent and received

--iflist: Print host interfaces and
routes (for debugging)

--append-output: Append to
rather than clobber specified
output files

--resume <filename>: Resume
an aborted scan

--stylesheet <path/URL>: XSL
stylesheet to transform XML
output to HTML

--webxml: Reference stylesheet
from Nmap.Org for more portable
XML

—no-stylesheet: Prevent

Abdoob oo

-6: Enable IPv6 scanning

-A: Enable OS detection, version
detection, script scanning, and
traceroute

--datadir <dirname>: Specify
custom Nmap data file location

--send-eth/--send-ip: Send using
raw ethernet frames or IP packets

--privileged: Assume that the
user is fully privileged

--unprivileged: Assume the user
lacks raw socket privileges

-V: Print version number

-h: Print this help summary
page.
EXAMPLES:

Nmap -v -A scanme.Nmap.org

Nmap -v -sn 192.168.0.0/16
10.0.0.0/8

Nmap -v -iR 10000 -Pn -p 80

Use Scientific Test and Analysis Techniques to use all of the options in a controlled manner
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Nmap Options Example

* Host Discovery

-sL: List Scan - simply list targets to scan

-sn: Ping Scan - disable port scan

-Pn: Treat all hosts as online -- skip host discovery
-PS/PA/PU/PY[portlist]: TCP SYN/ACK, UDP or SCTP

-PE/PP/PM: ICMP echo, timestamp, and netmask request discovery
-n: Never do DNS resolution/Always resolve [default: sometimes]
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Nmap Options to Combinatorial Test

« Host Discovery
-sL: List Scan - simply list
targets to scan

-sn: Ping Scan - disable port [System]

scan Name: Nmap 7.5 2*2*2*4*3*2=192
-Pn: Treat all hosts as online [Parameter]

-- skip host discovery LIST_SCAN (enum) : ON, OFF
-PS/PA/PU/PY[portlist]: TCP PING_SCAN (enum) : ON,OFF

SYN/ACK, UDP or SCTP HOSTS_ONLINE (enum) : ON,OFF

discovery to given ports PORT_DISC (enum) : PS,PA,PU,PY
-PE/PP/PM: ICMP echo,

timestamp, and netmask DISC_PROBES (enum) : PE,PP,PM
request discovery probes DNS_RESOLVE (enum) : ON,OFF

-n/-R: Never do DNS
resolution/Always resolve
[default: sometimes]



—

ACTS Result

« System Name: Nmap 7.5 2*2*2*4*3*2=192

« Strength: 3

* Mode: scratch

« Algorithm: ipog

« Constraint Handling: Using CSP solver
» Verify Coverage: off

« Parameters . 6

« Constraints :0

« Covered Tuples : 296
 Number of Tests : 24

« Time (seconds) :0.016



TestCase LIST_SCAN PING_SCAN HOSTS_ONLINE PORT_DISC DISC_PROBES DNS_RESOLVE

1 ON ON ON PS PE ON
2 OFF OFF OFF PS PE OFF
3 ON OFF ON PS PP OFF
4 OFF ON OFF PS PP ON
5 ON ON OFF PS PM OFF
6 OFF OFF ON PS PM ON
7 ON OFF OFF PA PE ON
8 OFF ON ON PA PE OFF
9 ON ON ON PA PP ON
10 OFF OFF OFF PA PP OFF
11 ON OFF ON PA PM OFF
12 OFF ON OFF PA PM ON
13 ON ON OFF PU PE OFF
14 OFF OFF ON PU PE ON
15 ON OFF OFF PU PP ON
16 OFF ON ON PU PP OFF
17 ON ON ON PU PM ON
18 OFF OFF OFF PU PM OFF
19 ON ON ON PY PE ON
20 OFF OFF OFF PY PE OFF
21 ON OFF ON PY PP OFF
22 OFF ON OFF PY PP ON
23 ON ON OFF PY PM OFF
24 OFF OFF ON PY PM ON
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More Nmap to Cover

Timing and Performance Options

Scan Technigue Options

* Firewall/IDS Evasion and Spoofing Options
* Port Specification and Scan Order Options

All Three Way Combinations of the Options Can Be
Combined To Get The Most Bang For The Buck
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CYBERSTAT Research Required

 Does this work?

 What other CYBER tools can CYBERSTAT be
applied to?

* What are the prohibited combinations for each
CYBER tool?

« What analysis techniques are required to gather
and parse CYBERSTAT test case results

* Need a Scripting Framework to apply the
hundreds of CYBERSTAT test cases
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Cyber, STAT, and Automation

« Reconnaissance, Footprinting, and Enumeration are very important
steps in the cyber penetration testing process because if these
steps are not fully and extensively executed, the information
available for providing clues on system vulnerabilities is limited.

« Penetration testers often find themselves doing the same initial
scans over and over for each system under test.

— Because of this, automated scripts have been developed that

take these mundane and repetitive manual steps and perform
them automatically with little user input.

| Once automation is present in the penetration testing process,
Scientific Test and Analysis Techniques (STAT) can be
Incorporated.
— The additional test cases produced by STAT can be run
automatically by using scripts.
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Cyber, STAT, and Automation

Recon, Footprinting, and Exploitation Phase
Enumeration Phases

Automation
(Snlper or APT2)

Metasploit

Metasploit

database Armitage

Other tools

CYBERSTAT Is Utilized For Test Case Input
Once Automation Is Mature
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Automation Research Required

« Research is required to compare and contrast Snlper
and APT2 to bring the best of both tools together for
penetration testing at MCTSSA.

— This research will directly result in the formalizing of a MCTSSA
penetration testing procedure that allows for the automation of
new and regression testing scans.

« For example, retesting of systems via scripted procedures can be used to
determine if patches or fixes were correctly applied.

— Research is required to populate a common Metasploit database
with the results from both of the Snlper and APT2 scans.

« The formalizing of the MCTSSA’s Exploitation phase can be accomplished by

documenting the use of tools specifically designed for exploitation such as
Metasploit and Armitage.
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An Implementation Hack

* Prior to a testing event last summer, MCTSSA
combined and integrated three separate tools
Into a “suite” that can be used for the
reconnaissance and enumeration phases of the
MCTSSA CYBER developmental test process

— Snlper
— Sparta
— Atom

17
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An Implementation Hack (Snlper)

* Sniper is a GitHub project written in BASH that
scripts together several tools and runs them
automatically.

* The problem with the Sniper script is that it is
fragile... If one tool Iin the bash script fails, the
entire script fails.

* Another issue is that it relies on well known port
numbers that can easily be spoofed or changed.

* Needed something more robust....

18
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An Implementation Hack (Sparta)

 The second GitHub tool is called SPARTA.
SPARTA Is written Iin python and is multi-
threaded so that it launches individual tools In
their own processes so that if one tool fails, the
rest of the tools can continue to run.

* The problem with SPARTA is that there are not
very many automated attacks in the SPARTA
toolbox

— Requires porting the Sniper scripts into the
SPARTA configuration files.

19
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An Implementation Hack (Atom)

« ATOM is an open source word processor and file
manager that allows viewing of all files within a file folder
with one click.

« ATOM can display the output from the Sniper/SPARTA
tool but it could not display the BASH color codes
generated for the ANSI terminal.

— Color is nice to see because BASH tool authors use
color to highlight the findings.

— Since ATOM is open source, the ANSI terminal syntax
highlighter modified to include the BASH color codes
that were missing.

20
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An Implementation Hack (Results)

« The Proof of Concept Hack worked to output the
vulnerabilities into a centralized Metasploit database but
the Hack required a lot of babysitting and tinkering

* Next steps are to:

— Implement more automation processes to make the
Hack more robust

— Make sense of all of the extra vulnerability information
that is in the Metasploit database

— Find money SME'’s to professionalize the Hack
— Implement CYBERSTAT into the new tool

21
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Proposed Process

1. Download Snlper and APT2 from Github

2. Analyze and improve the scripts by running them against practice
servers from Vulnhub

Create scripts for regression testing from previous MCTSSA test
successes and lessons learned

Ensure output from scripts are loaded into Metasploit database
Document the procedures for using exploit tools

Use new tools in Virtual Lab on virtual system under test

Use new tools on actual system under test.

Expand the test space and test tools capabilities with STAT

L

© N o O bh
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Snlper Capabilities

Automatically collects basic
recon (ie. whois, ping, .
DNS, etc.)

Automatically launches .
Google hacking queries
against a target domain

Automatically enumerates
open ports via Nmap port
scanning

Automatically brute forces
sub-domains, gathers DNS
info and checks for zone
transfers

Automatically checks for
sub-domain hijacking

Automatically runs targeted ,
Nmap scripts against open
ports

Automatically runs targeted
Metasploit scan and exploit
modules

Automatically scans all web
applications for common

vulnerabilities

Automatically brute forces
ALL open services

Automatically test for
anonymous FTP access

Automatically runs

WPScan, Arachni and Nikto

for all web services

Automatically enumerates
NFS shares

Automatically test for
anonymous LDAP access

Automatically enumerate
SSL/TLS ciphers, protocols
and vulnerabilities

Automatically enumerate
SNMP community strings,
services and users

Automatically list SMB
users and shares, check for
NULL sessions and exploit
MS08-067

Automatically exploit
vulnerable JBoss, Java
RMI and Tomcat servers

Automatically tests for open
X11 servers

Auto-pwn added for
Metasploitable, ShellShock,
MS08-067, Default Tomcat
Creds

Performs high level
enumeration of multiple
hosts and subnets

Automatically integrates
with Metasploit Pro,
MSFConsole and ZeNmap
for reporting

Automatically gathers
screenshots of all web sites

Create individual
workspaces to store all
scan output



APT2 Capabilities

Nmaploadxml

hydrasmbpassword
passwords

nullsessionrpcclient  Test for NULL Session

msf_snmpenumshares Enumerate SMB Shares via
LanManager OID Values

Load NMap XML File
Attempt to bruteforce SMB

Nmapbasescan Standard NMap Scan
impacketsecretsdump Test for NULL Session
msf_dumphashes Gather hashes from MSF Sessions
msf_smbuserenum Get List of Users From SMB
anonftp Test for Anonymous FTP
searchnfsshare Search files on NFS Shares

crackPasswordHashJohnTR Attempt to crack any password
hashes

msf_vncnoneauth
authentication type

Nmapsslscan NMap SSL Scan

Nmapsmbsigning NMap SMB-Signing Scan
responder Run Responder and watch for hashes
msf_openx11 Attempt Login To Open X11 Service
Nmapvncbrute NMap VNC Brute Scan
msf_gathersessioninfo  Get Info about any new sessions

Detect VNC Services with the None

Nmapsmbshares NMap SMB Share Scan
userenumrpcclient Get List of Users From SMB
httpscreenshot Get Screen Shot of Web Pages

httpserverversion Get HTTP Server Version
nullsessionsmbclient  Test for NULL Session

openx11 Attempt Login To Open X11 Servicei
and Get Screenshot
msf_snmplogin
Community Strings
msf_snmpenumusers Enumerate Local User
Accounts Using LanManager / psProcessUsername OID
Values

Attempt Login Using Common

httpoptions Get HTTP Options

Nmapnfsshares NMap NFS Share Scan
msf_javarmi Attempt to Exploit A Java RMI
Service

anonldap Test for Anonymous LDAP Searches
ssltestsslserver Determine SSL protocols and
ciphers

gethostname Determine the hostname for each
IP



STAT for Nmap Tool

CYBER SME’s needed for constraints and prohibited combinations

Usage: Nmap [Scan Type(s)] .
[Options] {target specification} .
TARGET SPECIFICATION:

Can pass hostnames, IP .
addresses, networks, etc.

Ex: scanme.Nmap.org, .
microsoft.com/24, 192.168.0.1;
10.0.0-255.1-254 .

-iL <inputfilename>: Input from
list of hosts/networks

-iR <num hosts>: Choose .
random targets
--exclude
<host1[,host2][,host3],...>: .
Exclude hosts/networks
--excludefile <exclude_file>: .
Exclude list from file
HOST DISCOVERY: .
-sL: List Scan - simply list
targets to scan .
-sn: Ping Scan - disable port
scan .
-Pn: Treat all hosts as online --
skip host discovery .
-PS/PA/PU/PY[portlist]: TCP
SYN/ACK, UDP or SCTP .
discovery to given ports
-PE/PP/PM: ICMP echo, .
timestamp, and netmask request
discovery probes .
-PO[protocol list]: IP Protocol
Ping .

-n/-R: Never do DNS
resolution/Always resolve [default:
sometimes] .

--dns-servers <servl[servz],...>:.
Specify custom DNS servers

--system-dns: Use OS's DNS .
resolver

--traceroute: Trace hop path to

each host .
SCAN TECHNIQUES:
-sS/sT/sA/sW/sM: TCP .

SYN/Connect()/ACK/Window/Mai
mon scans

-sU: UDP Scan .
-sN/sF/sX: TCP Null, FIN, and
Xmas scans .
--scanflags <flags>: Customize
TCP scan flags .
-s| <zombie host[:probeport]>:
Idle scan .
-sY/sZ: SCTP INIT/COOKIE-
ECHO scans .

-sO: IP protocol scan

-b <FTP relay host>: FTP .
bounce scan .
PORT SPECIFICATION AND .
SCAN ORDER:

-p <port ranges>: Only scan
specified ports

Ex: -p22; -p1-65535; -p
U:53,111,137,T:21-
25,80,139,8080,S:9

--exclude-ports <port ranges>:
Exclude the specified ports from
scanning

-F: Fast mode - Scan fewer
ports than the default scan

-r: Scan ports consecutively -
don't randomize

--top-ports <number>: Scan
<number> most common ports

--port-ratio <ratio>: Scan ports
more common than <ratio>
SERVICE/VERSION
DETECTION:

-sV: Probe open ports to
determine service/version info

--version-intensity <level>: Set .
from 0O (light) to 9 (try all probes)

--version-light: Limit to most
likely probes (intensity 2)

--version-all: Try every single .
probe (intensity 9)

--version-trace: Show detailed .
version scan activity (for
debugging)

SCRIPT SCAN: .

-sC: equivalent to --
script=default

--script=<Lua scripts>: <Lua .
scf:ripts> is a comma separated list
o

 directories, script-files or +
script-categories

--script- .
args=<nl=v1,[n2=v2,...]>: provide
arguments to scripts .

--script-args-file=filename:
provide NSE script args in a file .
--script-trace: Show all data sent

and received .
--script-updatedb: Update the

script database. .
--script-help=<Lua scripts>:

Show help about scripts. .

<Lua scripts> is a comma-

separated list of script-files or

script-categories. .
OS DETECTION:
-O: Enable OS detection ¢

--osscan-limit: Limit OS
detection to promising targets

--osscan-guess: Guess OS
more aggressively
TIMING AND PERFORMANCE:

Options which take <time> are
in seconds, or append ‘ms’
(milliseconds),

's' (seconds), 'm' (minutes), or 'h'
(hours) to the value (e.g. 30m).

-T<0-5>: Set timing template
(higher is faster)

--min-hostgroup/max-hostgroup ,
<size>: Parallel host scan group
sizes

--min-parallelism/max-
parallelism <numprobes>: Probe
parallelization *

--min-rtt-timeout/max-rtt-
timeout/initial-rtt-timeout <time>:
Specifies

probe round trip time.

--max-retries <tries>: Caps
number of port scan probe
retransmissions.

--host-timeout <time>: Give up
on target after this long

--scan-delay/--max-scan-delay
<time>: Adjust delay between
probes

--min-rate <number>: Send
packets no slower than <number>*®
per second

--max-rate <number>: Send
packets no faster than <number>
per second .
FIREWALL/IDS EVASION AND
SPOOFING:

-f; --mtu <val>: fragment packets*
(optionally w/given MTU)

-D <decoyl,decoy2[,ME],...>: *
Cloak a scan with decoys

-S <IP_Address>: Spoof source
address *
_-e <iface>: Use specified
interface

-g/--source-port <portnum>: Use
given port number

--proxies <urll,[url2],...>: Relay
connections through

HTTP/SOCKSA4 proxies .

--data <hex string>: Append a  *
custom payload to sent packets

--data-string <string>: Append a
custom ASCII string to sent .
packets

--data-length <num>: Append -«
random data to sent packets

--ip-options <options>: Send .
packets with specified ip options

--ttl <val>: Set IP time-to-live .
field

--spoof-mac <mac .
address/prefix/vendor name>: .
Spoof your MAC address

--badsum: Send packets with a .
bogus TCP/UDP/SCTP checksum,
OUTPUT:

-0N/-0X/-0S/-0G <file>: Output
scan in normal, XML, s|<rlpt
kiddi3,

and Grepable format,
respectively, to the given
filename.

-0A <basename>: Output in the
three major formats at once

-v: Increase verbosity level (use
-vv or more for greater effect)

-d: Increase debugging level
(use -dd or more for greater
effect)

--reason: Display the reason a
port is in a particular state

--open: Only show open (or
possibly open) ports

--packet-trace: Show all packets
sent and received

--iflist: Print host interfaces and
routes (for debugging)

--append-output: Append to
rather than clobber specified
output files

--resume <filename>: Resume
an aborted scan

--stylesheet <path/URL>: XSL
stylesheet to transform XML
output to HTML

--webxml: Reference stylesheet
from Nmap.Org for more portable
XML

--no-stylesheet: Prevent
associating of XSL stylesheet
W/XML output

MISC:

-6: Enable IPv6 scanning

-A: Enable OS detection, version
detection, script scanning, and
traceroute

--datadir <dirname>: Specify
custom Nmap data file location

--send-eth/--send-ip: Send using
raw ethernet frames or IP packets

--privileged: Assume that the
user is fully privileged

--unprivileged: Assume the user
lacks raw socket privileges

-V: Print version number

-h: Print this help summary
page.
EXAMPLES:

Nmap -v -A scanme.Nmap.org

Nmap -v -sn 192.168.0.0/16
10.0.0.0/8

Nmap -v -iR 10000 -Pn -p 80




STAT for Nmap Tool

Use Scientific Test and Analysis Techniques to use all of the options in a controlled manner

. Usage: Nmap [Scan Type(s)] .
[Options] {target specification} .

. TARGET SPECIFICATION:

. Can pass hostnames, IP .
addresses, networks, etc.

. Ex: scanme.Nmap.org, .
microsoft.com/24, 192.168.0.1;
10.0.0-255.1-254 .

. -iL <inputfilename>: Input from
list of hosts/networks

. -iR <num hosts>: Choose .
random targets

. --exclude
<host1[,host2][,host3],...>: .
Exclude hosts/networks

. --excludefile <exclude_file>: .
Exclude list from file

. HOST DISCOVERY: .

. -sL: List Scan - simply list
targets to scan .

. -sn: Ping Scan - disable port
scan .

. -Pn: Treat all hosts as online --
skip host discovery .

. -PS/PA/PU/PY|portlist]: TCP
SYN/ACK, UDP or SCTP .
discovery to given ports

. -PE/PP/PM: ICMP echo, .
timestamp, and netmask request
discovery probes .

. -PO[protocol list]: IP Protocol
Ping .

. -n/-R: Never do DNS
resolution/Always resolve [default:
sometimes] .

. --dns-servers <servl[,serv2],...>:.
Specify custom DNS servers

. --system-dns: Use OS's DNS .
resolver

. --traceroute: Trace hop path to
each host .

. SCAN TECHNIQUES:

. -sS/sT/sAIsW/sM: TCP .
SYN/Connect()/ACK/Window/Mai
mon scans

. -sU: UDP Scan .

. -sN/sF/sX: TCP Null, FIN, and
Xmas scans .

. --scanflags <flags>: Customize
TCP scan flags .

. -s| <zombie host[:probeport]>:
Idle scan .

. -sY/sZ: SCTP INIT/COOKIE-
ECHO scans .

-sO: IP protocol scan

-b <FTP relay host>: FTP .
bounce scan .
PORT SPECIFICATION AND .
SCAN ORDER:

-p <port ranges>: Only scan
specified ports

Ex: -p22; -p1-65535; -p
U:53,111,137,T:21-
25,80,139,8080,S:9

--exclude-ports <port ranges>:
Exclude the specified ports from
scanning

-F: Fast mode - Scan fewer
ports than the default scan

-r: Scan ports consecutively -
don't randomize

--top-ports <number>: Scan
<number> most common ports

--port-ratio <ratio>: Scan ports
more common than <ratio>
SERVICE/VERSION
DETECTION:

-sV: Probe open ports to
determine service/version info

--version-intensity <level>: Set .
from 0O (light) to 9 (try all probes)

--version-light: Limit to most
likely probes (intensity 2)

--version-all: Try every single .
probe (intensity 9)

--version-trace: Show detailed .
version scan activity (for
debugging)

SCRIPT SCAN: .

-sC: equivalent to --
script=default

--script=<Lua scripts>: <Lua .
scf:ripts> is a comma separated list
o

 directories, script-files or +
script-categories

--script- .
args=<nl=v1,[n2=v2,...]>: provide
arguments to scripts .

--script-args-file=filename:
provide NSE script args in a file .
--script-trace: Show all data sent

and received .
--script-updatedb: Update the

script database. .
--script-help=<Lua scripts>:

Show help about scripts. .

<Lua scripts> is a comma-

separated list of script-files or

script-categories. .
OS DETECTION:
-O: Enable OS detection ¢

--osscan-limit: Limit OS
detection to promising targets

--osscan-guess: Guess OS
more aggressively
TIMING AND PERFORMANCE:

Options which take <time> are
in seconds, or append ‘ms’
(milliseconds),

's' (seconds), 'm' (minutes), or 'h'
(hours) to the value (e.g. 30m).

-T<0-5>: Set timing template
(higher is faster)

--min-hostgroup/max-hostgroup ,
<size>: Parallel host scan group
sizes

--min-parallelism/max-
parallelism <numprobes>: Probe
parallelization *

--min-rtt-timeout/max-rtt-
timeout/initial-rtt-timeout <time>:
Specifies

probe round trip time.

--max-retries <tries>: Caps
number of port scan probe
retransmissions.

--host-timeout <time>: Give up
on target after this long

--scan-delay/--max-scan-delay
<time>: Adjust delay between
probes

--min-rate <number>: Send
packets no slower than <number>*®
per second

--max-rate <number>: Send
packets no faster than <number>
per second .
FIREWALL/IDS EVASION AND
SPOOFING:

-f; --mtu <val>: fragment packets*
(optionally w/given MTU)

-D <decoyl,decoy2[,ME],...>: *
Cloak a scan with decoys

-S <IP_Address>: Spoof source
address *
_-e <iface>: Use specified
interface

-g/--source-port <portnum>: Use
given port number

--proxies <urll,[url2],...>: Relay
connections through

HTTP/SOCKSA4 proxies .

--data <hex string>: Append a  *
custom payload to sent packets

--data-string <string>: Append a
custom ASCII string to sent .
packets

--data-length <num>: Append -«
random data to sent packets

--ip-options <options>: Send .
packets with specified ip options

--ttl <val>: Set IP time-to-live .
field

--spoof-mac <mac .
address/prefix/vendor name>: .
Spoof your MAC address

--badsum: Send packets with a .
bogus TCP/UDP/SCTP checksum,
OUTPUT:

-0N/-0X/-0S/-0G <file>: Output
scan in normal, XML, s|<rlpt
kiddi3,

and Grepable format,
respectively, to the given
filename.

-0A <basename>: Output in the
three major formats at once

-v: Increase verbosity level (use
-vv or more for greater effect)

-d: Increase debugging level
(use -dd or more for greater
effect)

--reason: Display the reason a
port is in a particular state

--open: Only show open (or
possibly open) ports

--packet-trace: Show all packets
sent and received

--iflist: Print host interfaces and
routes (for debugging)

--append-output: Append to
rather than clobber specified
output files

--resume <filename>: Resume
an aborted scan

--stylesheet <path/URL>: XSL
stylesheet to transform XML
output to HTML

--webxml: Reference stylesheet
from Nmap.Org for more portable
XML

--no-stylesheet: Prevent
associating of XSL stylesheet
W/XML output

MISC:

-6: Enable IPv6 scanning

-A: Enable OS detection, version
detection, script scanning, and
traceroute

--datadir <dirname>: Specify
custom Nmap data file location

--send-eth/--send-ip: Send using
raw ethernet frames or IP packets

--privileged: Assume that the
user is fully privileged

--unprivileged: Assume the user
lacks raw socket privileges

-V: Print version number

-h: Print this help summary
page.
EXAMPLES:

Nmap -v -A scanme.Nmap.org

Nmap -v -sn 192.168.0.0/16
10.0.0.0/8

Nmap -v -iR 10000 -Pn -p 80




